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1 Overview: Dual-Persona Management

1.1 Introduction

As part of DISA’s implementation of DEE, Certificates and logging into DEE

every end-user’'s Outlook mailbox is ) ) _
DEE is a persona-based messaging solution that

associated with an account. Each account requires the end-user’s proper certificate. Personal
must have a specified Common Access Card Identity Verification (PIV)-based authentication is how
authorized end-users are able to login to their
designated Mission Partner information technology
networks and services, such as DEE.

(CAC) assigned to it. This is accomplished via
the signature certificate.

When Dual Persona individuals are onboarded | When the end-user's CAC is inserted into their

to DoD Enterprise Email (DEE), they must computer, it provides the information used to match the
' end-user to their appropriate Outlook service. The end-

activate their Personal Identlty Verification user selects the correct certificate and enters their

Authentication certificate (PIV Auth cert), password to complete access.

which is embedded in their Common Access
Cards (CACs), in order to login with the certificate that matches their new DEE mailbox.

This guide provides instructions on how Dual-Persona end-users can use the DMDC ID Card
Office Online (IDCO) web application to update (activate) the firmware on their CAC to display
the PIV Auth cert and use it to access DEE. While, in most cases, the affected end-users know
they are Dual-Persona, it may come as a surprise to some people; nonetheless, during the
onboarding process all Dual-Personas should be informed by their migration team that the PIV
Auth cert needs to be activated. This should happen no later than the day before migration.

Most problems with starting DEE accounts will occur when someone is unaware of his or her
Dual-Persona status. The key here is to:

e Be aware of the possibility.

o A Dual-Persona list can be generated, using DEPO, by the Mission Partner DEE
migration team. This can be checked to verify Dual-Persona status among onboarding
end-users.

1.2 Purpose

The reason for activation of this certificate is to support multiple persona end-users in the
DEE Domain with a simplified CAC login (once properly set up) to DEE.
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1.2.1 Who is Dual-Persona?

Dual Persona refers to individuals who have
two or more personas (active identities) in the
Defense Manpower Data Center (DMDC)
database, each with its own CAC (such as
someone who is a DoD civilian employee or

When being Dual Persona is a surprise?

When a DoD employee or contractor is in transition, they
may show up in DMDC in two different contexts. This is
because there is a grace period that keeps the person’s
old CAC recognized: if this overlaps with the new active

role, a Dual Persona situation will occur. Consequently,
someone retiring from active service and returning as a
contractor may, unexpectedly, show up as Dual Persona.

contractor and in the Reserves); this group is
well aware of this status. However, some
individuals may be surprised to find out that

they have been designated as Dual-Persona,
which can happen when someone has transitioned from one DoD role to another (for instance,
when they retire from active service or civilian employment to become a consultant).

For DoD personnel with one persona — e.g., one of the following: Military (.mil); Civilian (.civ); or
Contractor (.ctr) — the login token is their Common Access Card Email Signing Certificate.
Users with multiple personas (e.qg., civilian employee and reservist) have a CAC for each
persona, however the multiple CACs all have the same signing certificate, consequently, a
method is required so DEE can recognize the appropriate persona during login. By activating
the PIV Auth cert, which has a differently formatted SAN from that in the email signing
certificate, the differentiating certificate number for each CAC can be matched to its appropriate
account/service. Of course, the end-user must use the correct CAC and select the appropriate
certificate for the desired service.
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1.2.2 PIV Auth cert and the Federal Agency Smart Credential Number (FASC-N)

CACs do not, by default, display the PIV Auth cert. Even when activated they will still look like
other (non-email) certificates until you roll the — -2 _.

cursor over your name. A regular cert will Microsoft Outlook

display 10 numbers; the PIV Auth cert will || Connectingto john.doe mil@mail.mil
show 16 numbers, as shown in Fig. 1. | —

| DOE.JOHNMIL ...
In previous environments (prior to DEE), 1 | ' lssuer: DOD EMAIL CA-30

. i “alid From: MWDDMN ™™™ to MMDDMNY ™Y™Y
users with two or more personas typically
DOE. JOHNMIL.....

=
- i -

had only one email account. The new DEE | ' lssuer DOD CA.30
==l

Valid From: MM/DDAY ™YY to MM/DD:
DOE. JOHN.MIL.....
lszuer: DOD CA-30

1234567890123456@mil
[P |

—

system splits these two personas out into

separate mailboxes. But only one digital 0o

-

identity is recognized until an individual who

has two CACs activates the PIV Auth cert on

both cards. The PIV Auth certificates have a [ ok ][ cancel
field that is unique for the CAC-holder called
the Federal Agency Smart Credential Figure 1. PIV Auth cert — 16 digits
Number (FASC-N).

The FASC-N is comprised of 36 digits of which 16 are placed into the PIV Auth cert and these
let a Dual-Persona utilize the PIV Auth cert to login with the CAC that matches the desired
mailbox. The last digit designates which type of persona the certificate is associated with in the

end-user DEE mailbox: “2” for civilian; “4” for military; and “5” for contractor. So, when logging
into the mailbox, the Outlook Client (the version in the end-user’s workstation) or the Outlook
Web App (OWA) passes the unique number from the PIV Auth cert and matches it to the correct
account and authenticates the end-user.

IMPORTANT: The end user will need to ensure the correct CAC is used for the particular
account he or she wants to access.

NOTE: DISA has prepared a UPN white paper, The Generation and Use of the userPrincipalName
(UPN) attribute within IdSS and EASF, to help explain how this works. It can be downloaded at:
https://disa.deps.mil/ext/cop/iase/idam/downloads/20150727-unclass-fouo-upn_whitepaper v1.pdf
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2 Dual-Persona DEE Setup

In order to update your CAC, your laptop or work station must be CAC-enabled (a DEE

requirement) and connected to the DoD network.

WARNING—Only people with Dual-Personas should proceed with these steps; those who aren’t sure,
but think they may qualify, should check with their migration manager who will have a list of Dual-Persona
personnel. While it is not a terrible problem for a non-Dual-Persona end-user to activate the PIV Auth
cert, they will be annoyed by having to select which certificate to use when accessing DEE. Also, once

the PIV Auth cert is activated it cannot be deactivated.

Setting up your Dual-Persona PIV Auth cert requires a number of steps:

1.

2
3
4.
5

Connecting to DMDC ID Card Office Online.
Activating each CAC'’s PIV Auth cert.

Having the system “forget” your individual certificates.
Resetting your CAC identities in ActivClient.

Updating to your new DEE addresses (one associated with each CAC).
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2.1 DMDC ID Card Office Online and Activating PIV Auth cert

In order to start your DEE service, you need to activate your PIV authentication certificate for
each CAC and then have ActivClient forget the previous state of all your CACs. This section
provides the steps for how to do that.

NOTE: In order to utilize the ID Card Office Online Portal, you must have the matching Architecture
Browser and JAVA version as your Operating System (i.e. If running Windows 7 64-Bit, you must have
Internet Explorer # 64-Bit and JAVA # 64-bit). Please see Appendix 1 — A.1 for further details.

1. Goto ID Card Office Online at _https://www.dmdc.osd.mil/self service .

RAPIDS Self-Service

Notice:
Certain ActivClient 7 configurations do not work for add/change email address, add PCC to UPN, activate PIV, download applications, nomination of family members,
creation of Form DD 1172-2, or reissuance of family member ID Card. Contad the Help Desk if you have problems with these adtivities.

- Need Assistance?
Sign In
For issues with your ID card or
problems with sponsor or family
Renew/Replace Family ID Cards CAC Maintenance member data, please contact a
local ID card office.
Renew/Replace Family 1D Cards Update Your Email Address
Update Your Contact Information Download Applications
Update a Family Member's Contact Information Activate the PIV Authentication Certificate ) i
Add a Family Member Add PCC to UPN 1f you are having problems with
N this website please contact us.
|—'>
Sign In

Figurel. Welcome to RAPIDS ID Card Office Online

Serving Those Who Serve Our Country

ID Card Office Online

Self-Service Consent to Monitor

You are accessing a U.S. Government {USG) Information System (IS) that is provided for USG beneficiary self-service-authorized use only.

By using this IS (which includes any device attached to this IS), you consent to the following conditions:

+ The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration testing, COMSEC monitoring, network
operations and defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence (CI) investigations.

At any time, the USG may inspect and seize data stored on this IS.

While all personal identifying information (PII) data stored on this IS is protected under the Privacy Act of 1974, all communications using this IS, and the data
captured to support this IS, are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for any USG authorized
purpose.

+ This IS includes security measures (e.g., authentication and access controls) to protect USG interests--not for your personal benefit or privacy.

Notwithstanding the above, using this IS does not constitute consent te PM, LE or CI investigative searching or monitoring of the content of privileged
communications, or work product, related to personal representation or services by attorneys, psychotherapists, or clergy, and their assistants. Such communications
and work product are private and confidential. See User Agreement for details.

Contact DMDC || Accesiibwlitf‘Sect\ggs g || USA.gov || Mo Fear Act Notice

Figure2. DEERS
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3. Log in with your CAC.

RAPIDS Self-Service

ImulCennect (1, i

(P)Help Center

Be advised:
If you get a warning that your password Is about to expire:
1. Go to My Access Center
2. Login using your DS Logon Username and Password
3. Under Manage DS Logon Account, click on change password

DS LOGON @

Department of Defense
Self-Service

DS Logon Username

DS Logon Password

Forgot DS Logon Username?

Forgot DS Logon Password?

Need a DS LOGON?

Have a DS LOGON activation letter? _ @
Need to upgrade your DS LOGON? _ @

Figure3. Login with CAC

4. Select your identity certificate (NOT the email certificate), enter your PIN if asked, and click OK.
NOTE: When you complete activation for one CAC, insert the other CAC(s) and repeat the process.

Cagnnect
|
Select a Certificate about to expire:
and Password
change password

= DOE.JOHN...
|| 1ssuer: DOD EMAL CA-29
| P Vatia From: 9/10/2012 t0 12714/2014 CAC @

Commeon Access Card

[7==mm) DOE.JOHN... S
" Issuer: DOD CA-29 PLE
5‘ Valid From: 9/10/2012 to 12/14/2014 -
5 Click here to view certificate prope... Sy =
\-\
[ ok ][ cance | L)

Figure4. Select certificate
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5. Select Activate PIV certificate.

CAC Maintenance
s John Q. Doe
Email: John.q.doe.ctr@mail.mil
Affiliation Agency/Department Card Expires
(DoD and DoD 2017Jun14

Uniformed

Service) ~
End Date 20177unid (
o

Print Family List

Figure5. Select Activate PIV

6. Click Proceed to begin the process of reading the CAC data.

Feedback Y | 1D Card Office Locater | Contact Us | w@ Log Cut

Sponsor I0 Cars
=
[SELECTED CARDI——-

JuH2017 | Reading CAC for Activate PIV Certificate
To activate the PIV Authentication certificate, information must be read
from your CAC.

The PIV Authentication certificate was added in support of FIPS 201.
This certificate, in conjunction with the PIV End Point applet, allows
access to federal websites which require PIV authentication.

This can take several minutes.
Please do not refresh the screen or dick the browser's back button.

EI

Contact DMDC | | Accessbilty Secton 508 | | USAgav || No Fear Act Notice | | Privacy and Security Notice

ving Those Who Serve Our Count

Figure6. Proceed Reading CAC
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7.

A progress bar will track the CAC-reading phase.

Reading CAC for Activate PIV Certificate

To activate the PIV Authentication certificate, information must be read
from your CAC.

Figure7. Reading data progress

8.

The process runs on Java, which will periodically ask for confirmation. Click Run for all Java related

prompts.

1D Card Office Online Applet tificate

=] = |te, information must be read

Figure 8. Run this Application?

UNCLASSIFIED // FOR OFFICIAL USE ONLY
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9. The process advances to the Update CAC tab. Click Update CAC to activate the PIV Auth cert.

PIV Information
jTD activate the PIV Authentication certificate, dick 'Update CAC'.

Figure9. Update CAC

10. Java asks, "Do you want to run this application?” Click Run.

Feedback Ji I ID Card OFfce Loeator I ContactUs I e (7)) T

Sponsor ID Cards [J-Veia\ =10 2 AT o= g o {e=1002)
o

ﬁ Do you want to run this application?

‘i’ Publisher: C5.DMDC.DMDC20140001

tte, click 'Update CAC'.

Contact OMDC | | Accesshility/Section 508 | | USA.gov | ] Mo Fear Act Notice | | Privacy and Security Notice

Serving Those Who Serve Our Country

Figure 10. PIV is active
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11. A progress bar appears.

et | wemtomesoan | comais |

ST @ et Activate PIV Certificate
Read CAC Conshrmation
m F

"™ junzo17 PIV Information

To activate the PIV Authentication certificate, dick ‘Update CAC.

Activating PIV authentication 56%

certificate...

| Cortaci DU | | Accesstiy Secson S04 | | LEA e || Mo e 22 ke, || vy and Secuaty Pt

| Serving Those Who Serve Our Countr

| version 2.043

Figure 11. Progress Bar

12. The process shifts to the Confirmation tab, indicating the CAC has been updated. Click Home, then
logout.

RAPI

=/ milCgnnect

Sponsor ID Cards | (2] Aol i ilen) o)
= e m

o ™ junz017 Your CAC has been successfully updated.

PIV Information

The following actions were taken on your CAC:

The PIV Authentication Certificate was activated on your CAC.

USA.gov | | Mo Fear Act Notice | | Privacy and Seasity Notice

Serving Those Who Serve Our Count

Figure 12. Successful Update
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2.2 Resetting the state of your cards in ActivClient

Now that your PIV cert is active you need to tell the system to reset (forget) the state of all cards
in ActivClient; it also lets you see the properties associated with your CAC and certificates. The
ActivClient Agent is accessed from the System Tray (usually at the bottom of the computer
display, though the exact location may vary); below are three examples of where it can be found

1. Inthe example below, the
System Tray is on the bottom
of the display. ActivClient is in
a group of hidden icons that
are visible when you click on
the triangle.

/ ActivChent Agent

*s e
B o9 M@
ALY
; =

Customize...

Click to show

mm .|I|I l‘ ))

- |E

2/6

2. When the System Tray is
at the bottom of a vertical
toolbar, click the triangle
button.

[ LD
3:38 PM
Thursday

T/28/2016
—

Customize...

Figure 13. ActivClient

3. Inthe example below, the
ActivClient is on the left in
the System Tray.

Y PLL LY
o

4. Locate the icon for your ActivCIient Agent and click it, then click Open.

H

About
Exit

PIN Chang: Tool
Advanced Diagnostics

&

e B

@

E

Customize...

® ol )

Figure 14.

Open ActivClient
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5. Select: Tools>Advanced; and then click Forget state for all cards.
a
File Edit View | Tools | Help
._fj y New Card... ‘
; } - 42 Change PIN... Ctri<E @ @
|4 ® Tasks View ) -
My Certificates Tasks Unlock Card... :E qu L:J
g View my certifica Besetands art Card My Personal
& Import a certific: View Unlock Code... Info Certificates Data
MylPers.onal Info Ta.sk| Advanced » Make Certificates Available to Windows
L= View My’ Personarmmo Publish to GAL
2 Log File Options...
33— Forget state for all cards
Figure 15. Forget state for all cards
6. Close ActivClient and then re-open it. Double-click the My Certificates icon.
Note: Views lets you select how you see the certificates—as icons, as a list, or as a detailed list.
€3 ActivClient - [SPECTOR.STEPHEN.DAVID.1456255546's Smart Card]
File Edit WView Tools Help 1
73 , P y
QA X =48 ELO0O
4 % Tasks View - | Views , 0
My Certificates Tasks - Iﬂ iff.i Ea
IlG Vview my certificates Smart Card l_\-'ly Personal
@ Import a certificate Info Cestilicates Data
My Personal Info Task -
‘_'_'-_ View My Personal Info
Figure 16. View my Certificates
7. Confirm that you see four certs. Click on View and select Details to understand which certs you have.
|[Ee]est ven mos wep
7 & .| & .
Q@ X =S O
(4 # Tasks v x| ey % Q Q9
My Certificate Tasks i </ wf “f “y”
[ar View this certificate Last First... L First.... L First... LastName.First...
x U.S. Gover... U.S.GOVE... U.5.GOVE... U.S. Gover...
&1 : ca
A7 Export this certificate...
Figure 17. Certificates

NOTE: The reason for exposing the PIV Auth cert is that Dual-Persona users are now required to use it to
authenticate to email. The email cert will be used only for signing and encrypting.

Now you need to update your Dual-Persona email certificates so you can access email from
your different accounts. You need to know your DEE email address to complete that process. If
you already know the address, go directly to Section 4.
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3 Getting Your DEE Email Address

You will need to know your new email addresses to update your certificates and complete your
migration to DEE (see Section 5). You will have a DEE email address for each CAC. These can
be found in Outlook Web Access (OWA):

1.  Open Internet Explorer and go to ity )
the following address:
https://web.mail.mil. You will need
to select your PIV Auth cert and

. - DOE.JOHN.MIL
click OK. | Issuer: DOD EMAIL CA-30
LI valid From: 05/14/2012 to 05/14/2015

Select a Certificate

- DOE.JOHN.MIL
| Issuer: DOD CA-30
. : Valid From: 05/14/2012 to 05/14/2015
—— DOE.JOHN.MIL
| [ J " Issuer: DOD CA-30
¥ Valid From: 05/14/2012 to 05/14/2015
|‘ . - o

Click here to view certificate prope...

[ ok

Figure 18. Select a Certificate

2. To verify which certificate is the PIV @
Auth cert simply highlight your name 1| Microsoft Qutlook

to reveal the ID number with 16 Connecting to john.doe.mil@mail.mil
digits.

-

ﬁ] DOE. JOHN.MIL.... H
4 lssuer: DOD EMAIL CA-30
alid From: MM/DDAYYY to MDD Yy

Y DOE. JOHN.MIL.....
| 4 lssuer: DOD CA-30
Walid From: MWDDNY Y ™Y™Y to MWD

- DOE. JOHN.MIL...
\ lszuer: DOD CA-30
‘ Ol 1234567890123456@mil

[P |

i

[ ok || cance

Figure 19. Find the PIV Auth cert
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3. After you've selected the PIV Auth cert, click OK to the Terms of Use screen. The Outlook Web App
will direct you to the server that supports your DEE service—click on the link.
Microsoft*
Outlook' Web App
Use the following link to open this mailbox with the best
performance:
/I':‘.'T|':-':- .-'-i'-'.'.--'_:_'!l' mail.milfowa
Click the link Connected to Microsoft Exchange
@ 2010 Microsoft Corporation. All rights reserved.
Figure 20. Outlook Web App
4. Highlight your PIV certificate and click OK.Once in OWA, click the “?” below your name in the upper
right-hand part of the OWA screen. Select About from the drop-down options.
~." | Doe, John MIL DODHRA (US)
Wdl rind someone  Options = @7 -1
Help
2 —— About
Figure21. OWA About
5.  Your email address is located in the Mailbox owner field of the About window. Write down or cut

and paste your email address to notepad for future reference. This will be needed if you need to
configure Outlook to connect to DEE.

Ca About

Your email address

Use the information below to troubleshoot problems and report issues.

4a Copy to the Clipboard

Mailbox owner: Doe, John M CIV DODHRA (US) [john.m.doe.civ@mail.mil] )
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/4.0; SL¢

Tha rannirad varcinn Af Cilvarlinht ic inctallad: Vae

Figure22. Email address
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4 Updating Email Encryption and Signing Certificates:
FOR DUAL CAC HOLDERS ONLY

NOTE: THE REASON FOR EXPOSING THE PIV AUTH CERT IS DUAL-PERSONA USERS ARE NOW
REQUIRED TO USE IT TO AUTHENTICATE (SIGN ON) TO EMAIL. THE EMAIL CERT WILL BE USED ONLY
FOR SIGNING AND ENCRYPTING.

The certificates on a CAC have an SMTP address associated with it. For most users, this
certificate will match the legacy (pre-DEE) address, for instance First.Last@US.Army.Mil. Prior
to DEE, the same address would exist on both CACs for users that have Dual-Personas.

In the DMDC database both personas can have the same SMTP address, however, in DEE it
can only exist once, so there is a separate email address for each persona. To ensure proper
functionality of both Outlook and OWA, users must change the SMTP address on their CACs to
reflect each of their new DEE mailboxes. The following procedures outline the necessary steps
to update the SMTP address on the CAC certificate.

NOTE: Do not proceed with this step unless you are sure you have a Dual-Persona AND have the same email
address on both of your CACs.

1. Goto RAPIDS ID Card Office Online: https://www.dmdc.osd.mil/self_service/ .Sign on as you did
when you activated your PIV Auth cert.

2. Atthe Welcome to RAPIDS web page select Change CAC Email. Each CAC requires updating.
Pick one, update, complete the process, and repeat for all other CACs.

aolm hittps://pki.dmde.osd.mil/self_service/rapids/homelexecution=e3sl

CAC Maintenance

John Q. Doe
& | Email:John.q.doe.ctr@mail.mil

Affiliation Agency [ Department Card Expires

(DoD and DoD 2017Jun14
Uniformed

Figure 23. Change CAC Email

UNCLASSIFIED // FOR OFFICIAL USE ONLY 18


mailto:First.Last@US.Army.Mil
https://www.dmdc.osd.mil/self_service/

UNCLASSIFIED // FOR OFFICIAL USE ONLY
DEE Guide: Managing Dual Persona Certificates v2
September 2016

3. The Reading CAC window shows a request to proceed. Click Proceed to continue.

RAPIDS Self-Service

(& milCgnnect

Sponsor ID Cards Change Email Address

“ Enter Email Summary Confirmation

INDEF Reading CAC

To change the email address, information must be read from your CAC.
This can take ten minutes or more, Please do not refresh the screen or dick the browser's back button.

[Procesd | ) Cancal |

Figure 24. —Proceed to Read CAC

4. The Reading CAC progress bar appears.

@‘\ I C c RAPID

Sponsor ID Cards Change Email Address

Enter Email Summary Confirmation

SELECTED CARD)

T :: .;. .
—
ke
ﬁ_—- o Reading CAC
TEST, e -
S To change the email address, information must ha read fram woue CAC
_— = 2
= This can take ten minutes or more. Please .
% Reading data from CAC ... 0%
) (o) (o) e
arEmoaaa

Figure 25. Reading CAC Progress Bar
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A couple of Client Authentication windows may appear; if they do, select the certificate that you want

to use to connect to RAPIDS Self Service ID Card Office Online and click OK.

Client Authentication

The web site ywou are trying ko connect ko is requesting
! identification.
Please select the certificake to be used when connecting.

MAME.LISER., 1001401 188 (From browser keystore)

~

[ Ok l[ Cancel ]

Figure 26. Client Authentication

A security warning will open. Click the checkbox to “Always trust content from this publisher” and

click Run to continue.

Warning - Security [5__(|
The application's digital signature cannot be verified.
Do you want to run the application?

Name: mil.osd. dmdc. ctis.rss. applet. UMPApplet

Publisher: CS5.DHRA, 0609909903

Q 3 From: https: | fvwen, dmde. osd. milfself_service

[] #ilwarys brusk content From this publisher ;

Run ] [ Cancel ]

[Q,—) The digital signature cannot be verified by a trusted source, Only
.

continue if wou trust the origin of the application. More Information...

Figure 27. Always trust content
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7. Enter and confirm your new DEE email address information in the provided text box. (NOTE: You
have the option to check Add PCC on UPN. Selecting this option will modify your User Principal
Name (UPN) to add a Personnel Category Code (PCC) to your email signature certificate. This
option should be used if you have multiple CACs). Click Next and then click Update.

Confirmation

c
D

INDEF Change Email

Current Email Address: test@test.mil
Enter new email address y.|

rrs. test.av @mai.mil < I
Confirm new email address

rrs. test.civ @mail.mil
Add Personnel Category Code to UPN |{[T];

_ [vext] [cancel
’ RarcaipaCasd w

Figure 28. New e-mail Address

8. The Change Email Address process requests confirmation. Click Yes to continue.

Beta Feedback y I DCadoffces | Cotactin

q The following actions will be taken on your CAC
woer | Your email address will be updated from test@test.mil to rrs.test.civ@mail.mil.
ﬁ*’ b Your email signature certificate will be replaced. The new certificate will have the email address of rrs.test.civ@mall.mil.
;f,_'. Your email encryption certificate will be replaced. The new certificate will have the email address of rrs.test.dv@mail,mil.

PLEASE READ CAREFULLY.

wmiw
—
E Clicking *Yes" will begin the process that will change the email address on your CAC. Previous email certificates used for enoryption and digital signatures will be revoked and replaced with 1
@ certificates. This action may require follow-up with your Systems Adi team for g old encryption certificate keys and publishing your new certificates. This update can take
minutes or longer. Please do not refresh the page or dick the back button.

Do you want to continue?

ar (W] (Y]
—

Figure 29. Change Email - Yes
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9. ID Card Office Online displays the progress of your update.

D5 o

Fc The fallowing actions will be taken on your CAC

sy Your email address will be updated from test@test.mil to rrs.test.chvi@mail mil.
1T,
':; Your omail signature certificate will be replaced.
] Getting status of CAC... 18%
B Your ermail encryption certificate will be replacec i
; ; e —————
gkw PLEASE READ CAREFULLY.

Clicking "Yes" will begin the process that will change the emall address on your CAC, Previous emall certificates U or éncl

certificates. This action may require follow-up with your Systems Administration team for recovering old encryption certificat]
milnutes or longer. Pleasa do not refresh the page or dick the back button.

Do you want to continue?

fo| e

Figure 30. Progress of update

10. Once ID Card Office Online has completed processing, the screen will notify you of successful
completion. Click the Home tab. To update other CACs, log off, remove the CAC you just updated,
log in with the other CAC, and repeat the process to update it.

RAPIDS Self-Service

-]

milCgnnect

Change Email Address

Confirmation

INDEF Your CAC has been successfully updated.

Chip Information

chp1D: 47905043670396004CA3
Name: RSS W Test

servce: Department of Defense

Emad Address:  rrs. test.civ@mail.mil

@ Certificate Information
|Serial Number Valid Before Valid After  |Revocation Date Revocation Reason
ki " c1309 |20143an13 |20173an12
c c130A |20143an13 |20173an12 |
Signing 514350 0183013 201732012 201432013 Cessation of Operation
Endpherment  |514361 20143an13 |20173an12 1201432013 Cessation of Operation
Idenbty ~ lsoa0es 2014%an13 20173012 |
Authentication SO80EF [2014Jan13 |20173an12 |
DH: |
=TEST.RSS.W. 1385345921, OU=0SD, OU=PKI, OU=DoD, O=U.5. G t, C=US |

Home
Figure31. CAC is successfully updated.
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Appendix 1: Troubleshooting Dual-Persona PIV Auth
Cert Process

A.1 Compatibility Conflict: 32-bit vs. 64-bit settings

Some people receive a RAPIDS ID Card Office Online error message regarding a compatibility
conflict that exists between settings related to 32-bit and 64-bit desktop installations. As more
users upgrade their Operating System (OS) to 64-bit compatibility, issues may arise if using
ActivClient, Internet Explorer (or other browsers), and JRE versions that are not the same bit
level. Please confirm that your ActivClient Middleware, JRE, and browser (Internet Explorer or
an alternative) are all set to the same bit:

e ActivClient (32-bit), JRE (32-bit), and Internet Explorer (32-bit) or

o ActivClient (64-bit), JRE (64-bit), and Internet Explorer (64-bit).

Any inconsistency among those three components means that you will not be able to use RSS
and/or other smart card-enabled applications.

Another documented problem is where a mission partner’s Outlook 2007 32Bit Mail Client that
may not read Dual-Persona certificates managed on a 64Bit Windows 7 platform. A system
patch has corrected the issue under most circumstances. If such a problem should occur for
Dual-Persona individuals, check with your Service Desk and refer to this document:

“Windows 7 64x AGM and Dual-Persona’s Outlook 2007, and 32Bit Client”

A.2 Problem accessing RAPIDS ID Card Office Online

If there is a problem accessing the RAPIDS Self Service web site, contact the DMDC Support
Center (DSC) at 1-800-372-7437.

A.3 PIV Auth cert is enabled, problem accessing DEE

If someone's PIV Auth cert is enabled, but there are problems accessing DEE- for guidance or
help checking their provisioned account try contacting:

o The appropriate Network Enterprise Center/CONUS-Theater Network Operations and
Security Center (NEC/CTNOSC) or

e The DEE team via the Mission Partner local help desk.

A.4 Personnel data seems to be incorrect

If someone's personnel data seems to be incorrect and not reflect their affiliations correctly, try
the DMDC Support Office at 1-800-538-9552.
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Abbreviations, Acronyms, and Definitions

The following abbreviations, acronyms, and definitions aid in the understanding of this

document.

Abbreviations and Acronyms

Description

CAC Common Access Card — Identification and sometimes benefits and
privilege card produced by the DoD, which contains an Integrated Circuit
Chip (ICC) holding demographic data and digital certificates

DEE DoD Enterprise Email

DISA Defense Information Systems Agency

DMDC Defense Manpower Data Center

DoD Department of Defense

DSC DMDC Support Center

DSLogon Unique Logon ID and Password given to DoD Beneficiaries to access DoD
web applications in lieu of a CAC

EDIPI Electronic Data Interchange Personal Identifier

FASC-N Federal Agency Smart Credential Number

JRE Java Runtime Environment

OWA Outlook Web App (the application...not Outlook Web Access)

OWA Outlook Web Access (the DEE Web-based email service)

PCC Personnel Category Code

PIV Auth cert

Personal Identity Verification Authentication Certificate

RAPIDS Real-time Automated Personnel Identification System — Application used
to update data on the DEERS Person Data Repository (PDR) and create
DoD Identification cards

RSS RAPIDS Self Service

UPN User Principal Name
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